Jonathon Reinhart - Ethical Issues
http://www.fau.edu/netiquette/net/ten.html

This website gives a nice, general overview of computer ethics.  It lays down the basics that everyone should know and understand before using a computer at all.  Computer Ethics need not be overcomplicated.  A simple do and do not do is all that is really needed for most people and situations.


Basically these ten commandments boil down to three main ideas.  First, it says don’t harm another person or computer with your computer.  Second, do not steal or pirate software, data, music, etc.  Third, you should respect others’ existing data.  This site simply re-worded those to make ten commandments, following the biblical Ten Commandments.

http://www.isoc.org/

For this website, I used the site’s own search engine to find a page related to Computer Ethics.  Its top, most relevant site was A Sociology of Hackers  (http://www.isoc.org/inet98/proceedings/2d/2d_1.htm).  This article talks about the different viewpoints on hacking, and its moral rights and wrongs.  As a priest, I respect both views on the topic.  Some view hacking as OK, because a high percent of those who hack do it just for the thrill of ‘getting in’. Most hackers are much more interested in how to get in, than in what they find once they do get in.  They view this as ethical because they aren’t causing any harm, and they can actually help the company locate flaws in their security measures.


Sometimes though, this innocent information on how to ‘get into’ a certain server may fall into the wrong hands, the hands of a malicious attacker.  With this information, they can hack into a server containing sensitive information, such as credit card numbers, names & addresses, and important passwords.  So while hacking in itself may not be unethical, the results of hacking can be.

http://www.netday.org/news_survey.htm

This page showed an extremely fast growth of Internet availability in schools.  Five years ago, few schools had Internet connections, yet today, approximately 80% of schools do, as cited by the survey.  NetDay claims to have started the national movement to achieve this.


Yet while Internet access is available in many schools and classrooms, teachers have trouble putting it to good use.  Most teachers say they do not have enough time, and some say they do not have the speed, or equipment, while others do not know how to use the Internet.

Teachers say, though, that if these barriers were overcome, the Internet would be a great tool for the classroom.

http://www.citizen.org/litigation/briefs/IntFreeSpch/index.cfm

This site discusses topics of free speech, and applies them to today's Internet technology.  This site goes into much detail of actual court cases and such, about the legal aspects of the free speech theory.  Most often discussed here is about anonymous people and their actions, through message boards, email, or other means of communication.  Also covered are cases of people's use of company names for a domain-name they own to either draw attention to a topic, or to insult that company.


Most of the anonymous cases were won by the defendant, because the first amendment to the constitution permits free speech, even in today's technology.  Many of the domain-name suits were won by the companies involved.  I agree with the verdicts, because the first amendment is all about free speech, and no matter the means of speaking, free speech should be allowed.  And the domain-name cases, I agree with as well, because the domain-name containing a company name should not (although it can be purchased by anyone) be used for anything other than that company's use; for the sake of a somewhat organized Internet.

http://www.att.com/telework/

Basically, this site talks about everything someone interested in teleworking would need to know.  My take is that teleworking is working for a company or business from your own home, via Internet, fax, or telephone.  Articles on the home page display information about the effect of broadband and availability on teleworking, and such statistics about grants from large companies toward teleworking.


The web site, while pushing for teleworking, warns potential teleworkers about potential problems with working at home.  Poor environment and poor self-control are just some things that those thinking about teleworking need to consider.

http://courses.ncsu.edu/classes-a/computer_ethics/

This web site fits well into the category of computer ethics.  It is the best site I have seen related to computer ethics.  It covers all topics of computer ethics, including Commerce, Speech Issues, Privacy, Risks, Basics, Intellectual Property, Computer Abuse, and Social Justice Issues.  The links are neatly organized, and cover many other sites.


The basics of this site inform the reader how computer ethics are no different from any other ethics, they are simply applied to today's technology.  The links on these pages include quite a few essays that other people have written.  An interesting portion of this site is the privacy section.  These overviews computer ethics privacy issues such as email in general, web privacy, encryption, and spamming.

http://www.templetons.com/brad/copymyths.html

This site discusses information on copyrights, and myths about them.  Although this man looks like a hillbilly, what he says makes a lot of sense, and even taught me a few things.  One interesting fact is that: "[I]n the USA, almost everything created privately and originally after April 1, 1989 is copyrighted and protected whether it has a notice or not."  This means that just about everything nowadays is copyrighted.


So you should be careful with any documents, pictures, music, etc.  Chances are, it is copyrighted.  If you do anything illegal, the consequences can be bad.  Just ask permission before you attempt to do anything with someone else's work.

http://builder.cnet.com/webbuilding/pages/Business/Law/

This site talks about privacy and censorship on the Internet.  Many personal web pages parody, criticize, and other company-harming actions, and if popular enough, the companies may try to take legal action.  Often the company will send out a letter that basically says, "get rid of the offensive content, or expect legal action."  Even if they do take legal action, because most webmasters want to avoid legal involvement, it is yet to be interpreted how yesterday's laws pertain to today's technology.


These disputes pertain to copyright law, trademark law and libel law, so the whole thing can get quite complicated.  For now however, companies may have little legal power if the webmasters refuse to remove offending material.  So, play it safe when parodying or such of a corporation, especially through the Internet.

http://www.eff.org/CAF/law/ip-primer

Looking through this page, I believe that there are 10 'myths' about copyrights and Internet on this page (about 1/3 of the way down the page) that are very much like or nearly identical to the 10 copyright myths on http://www.templetons.com/brad/copymyths.html.  It is quite interesting that I would find this type of thing occur in research about the very topic!


This author of this page likes to ramble a lot.  It discuses legal topics, mostly copyrights, also trademarks and patents, and their relationships with the Internet.  It takes these topics down to actual moral views and applies morals to them.  It talks about what you can and cannot copy of protected works, and how to approach it.  A great primer, if you have the time and devotion to read it.

http://www.wired.com/news/technology/0,1282,32478,00.html

This is a news story about pirated MP3s and a college student who would download them and sell them.  The RIAA (Recording Industry Association of America) noticed heavy Internet traffic and located the student through it.  The student and the university were notified and the college removed the MP3s.  The university knew that a lawsuit was in the back of the RIAA's head.


Because of this, USCS installed a system named Kinnetics Network System.  This system solved this problem, and will help prevent this type of thing from happening again.  The system monitors and reports video and data streaming, the type of activity like MP3 downloading.  So now, this university will keep illegal use of Internet from going on on campus.

http://www.wired.com/news/mp3/0,1285,32203,00.html

This news article announces that IFPI, the International Federation of Phonographic Industries, will be taking action against web sites containing illegal audio files, chiefly MP3s.  Its plan will be targeting those who upload illegal audio files for download, and ISPs who have been notified about illegal files on their server and take no action.


They have already filed civil suits against five pirates, and all were successful.  Their goal is eventually to stop all music pirating.  The British Phonographic Industry released a statement, along with the RIAA, regarding the IFPI's statement, but the BPI's statement was based more on the moral and ethical points of view of piracy.

http://www.idsa.com/piracy.html

This site is a company against piracy.  This piracy is not centered on just music, but applies primarily to all software.  It offers anti-piracy training for law enforcers to better educate them to cut down on piracy.  They also train foreign officials.


They monitor all aspects of the Internet, such as web sites, IRC channels (Internet Relay Chat), chat rooms, FTP sites, etc. to locate and take down sites relating to pirated software.  The site offers an anonymous form for reporting piracy-related sites.

http://www.idsa.com/govt.html

This page of IDSA is about its affiliations with the United States Government.  This discusses things other than piracy, such as Internet Privacy, Regulation of Violence in Media, and Copyright Protection Issues.  All of these topics are excellent computer ethics and morality issues.


ISDA has taken big steps for all of these issues, as well as piracy.  They have done a good job of working with the United States Government, and Law Enforcers.  They have also worked with the ESRB (Entertainment Software Rating Board) for video games.

http://ram.org/ramblings/philosophy/fmp/copying_primer.html

As the URL states, this is a lot of rambling, but it makes sense to me.  The author of this page really enjoyed using the word abridgement.  This site is different from all the other pages.  It clearly states its opinion, and its opinion is against copyright and patent laws.  It is actually quite detailed and explains how the abridgement of the freedom to copy works actually harms the world.  It also explains how copying works does not avoid attribution or compensation to the author.


It explains that profits can still be made even if works are freely copiable, comparing it to works made before copyright laws, and current works that raise revenue, despite the absence of copyrights.  This primer has a view quite different from today's laws, and somewhat makes sense.  But, as stated in the document, the results would be unsure, without running a parallel universe experiment, which is nearly impossible.

